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1.

I nt roducti on

Thi s docunment introduces the FCAST reliable and scal abl e object
(e.g., file) delivery application. Two variants of FCAST exi st:

0 FCAST/ALC that relies on the Asynchronous Layer Coding (ALC)
[ RFC5775] and the Layered Codi ng Transport (LCT) [ RFC5651]
reliable multicast transport protocol, and

0 FCAST/NORM that relies on the NACK-Oriented Reliable Milticast
(NORM [ RFC5740] reliable multicast transport protocol

Hereafter, the term FCAST denotes either FCAST/ ALC or FCAST/ NORM
FCAST is not a new protocol specification per se. Instead it is a
set of data format specifications and instructions on how to use ALC
and NORM to inplenent a file-casting service.

Dependi ng on the target use case, the delivery service provided by
FCAST is nore or less reliable. For instance, with FCAST/ALC used in
ON- DEMAND node over a tine period that |largely exceeds the typica
downl oad tinme, the service can be considered as fully reliable.
Simlarly, when FCAST is used along with a session contro

application that collects reception information and takes appropriate
corrective neasures (e.g., a direct point-to-point retransm ssion of
n ssi ng packets, or a new nulticast recovery session), then the
service can be considered as fully reliable. On the opposite, if
FCAST operates in PUSH node, then the service is usually only
partially reliable, and a receiver that is disconnected during a
sufficient tinme will perhaps not have the possibility to downl oad the
obj ect.

Dependi ng on the target use case, the FCAST scalability is nore or

| ess inportant. For instance, if FCAST/ALC is used on top of purely
unidirectional transport channels, with no feedback information at
all, which is the default node of operation, then the scalability is
maxi mum si nce neither FCAST, nor ALC, UDP or |P generates any

f eedback nmessage. On the opposite, the FCAST/NORM scal ability is
typically limted by NORM scal ability itself. Simlarly, if FCAST is
used along with a session control application that collects reception
information fromthe receivers, then this session control application
may limt the scalability of the gl obal object delivery system This
situation can of course be mtigated by using a hierarchy of feedback
message aggregators or servers. The details of this are out of the
scope of the present docunent.

A design goal behind FCAST is to define a streamined solution, in
order to enable |ightweight inplenentations of the protocol stack
and limt the operational processing and storage requirenents. A
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1.

1.

consequence of this choice is that FCAST cannot be considered as a
versatile application, capable of addressing all the possible use-
cases. On the opposite, FCAST has sone intrinsic limtations. From
this point of viewit differs from FLUTE [ RMI- FLUTE] which favors
flexibility at the expense of sone additional conplexity.

A good exanpl e of the design choices neant to favor the sinplicity is
the way FCAST manages the object neta-data: by default, the neta-data
and the object content are sent together, in a compound object. This
solution has many advantages in terns of sinplicity as will be
described later on. However, as such, it also has an intrinsic
limtation since it does not enable a receiver to decide in advance,
bef ore begi nning the reception of the conpound object, whether the
object is of interest or not, based on the information that may be
provided in the nmeta-data. Therefore this document defines

addi tional techniques that may be used to mitigate this limtation.

It is also possible that some use-cases require that each receiver
downl oad the whol e set of objects sent in the session (e.g., with
mrroring tools). Wen this is the case, the above linmitation is no
| onger be a probl em

Applicability

FCAST is conpatible with any congestion control protocol designed for
ALC/ LCT or NORM  However, depending on the use-case, the data flow
generated by the FCAST application m ght not be constant, but instead
be bursty in nature. Sinmlarly, depending on the use-case, an FCAST
session mght be very short. Wether and howthis will inpact the
congestion control protocol is out of the scope of the present
docunent .

FCAST is conpatible with any security mechani sm designed for ALC/ LCT
or NORM The use of a security scheme is strongly RECOMVENDED (see
Section 6).

FCAST is conpatible with any FEC schene designed for ALC LCT or NORM
Whet her FEC i s used or not, and the kind of FEC schene used, is to
some extent transparent to FCAST.

FCAST is conpatible with both IPv4 and I Pv6. Nothing in the FCAST

specification has any inplication on the source or destination IP
address.

Requi renments notati on

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
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docunment are to be interpreted as described in [ RFC2119].

3. Definitions, Notations and Abbreviations
3.1. Definitions
Thi s docunment uses the follow ng definitions:

FCAST/ ALC. denotes the FCAST application running on top of the ALC
LCT reliable transport protocol;

FCAST/ NORM  denotes the FCAST application running on top of the NORM
reliable transport protocol;

FCAST: denotes either FCAST/ ALC or FCAST/ NORM

Conpound Cbject: denotes an ALC or NORM transport object conposed of
t he Conpound Obj ect Header (Section 5.1), including any neta-
data, and the content of the original application object
(e.g., afile);

Carousel : denotes the process of sending Conpound Objects
i mpl emented by a FCAST sender;

Carousel Instance: denotes a fixed set of registered Conpound
hj ects that are sent by the carousel during a certain nunber
of cycles. Wenever Conpound Objects need to be added or
removed, a new Carousel Instance is defined;

Carousel Instance Descriptor (CID): denotes a special object that
lists the Conpound (bjects that conprise a given Carousel
I nstance;

Carousel Cycle: denotes a transmission round within which all the
Conpound Cbjects registered in the Carousel Instance are
transmitted a certain nunber of tines. By default, Conmpound
bjects are transnitted once per cycle, but higher values are
possi ble, that m ght differ on a per-object basis;

Transm ssion Cbject ldentifier (TO): denotes the nuneric identifier
associ ated to a specific object by the underlying transport
layer. In the case of ALC, this corresponds to the TO
described in that specification while for the NORM
specification this corresponds to the Nornilransportld
descri bed there.
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3.2. Abbreviations
Thi s docunment uses the foll ow ng abbreviations:
Cl D Carousel Instance Descriptor
ClID: Carousel Instance |Dentifier
FEC OTl: FEC hject Transmi ssion |Information

TA : Transm ssion Cbject ldentifier

4. FCAST Principles
4.1. FCAST Content Delivery Service

The basic goal of FCAST is to transnit objects to a group of
receivers in a reliable way. The receiver set MAY be restricted to a
single receiver or MAY include possibly a very |arge nunmber of
receivers. FCAST is specified to support two forns of operation

1. FCAST/ALC. where the FCAST application is nmeant to run on top of
the ALC/LCT reliable nulticast transport protocol, and

2. FCAST/NORM where the FCAST application is nmeant to run on top of
the NORMreliable nmulticast transport protocol

This specification is designed such that both forns of operation
share as much conmmonal ity as possi bl e.

Whil e the choice of the underlying transport protocol (i.e., ALC or
NORM and its paraneters may limt the practical receiver group size,
nothing in FCAST itself limts it. The transm ssion mght be fully
reliable, or only partially reliable dependi ng upon the way ALC or
NORM i s used (e.g., whether FEC encodi ng and/ or NACK- based repair
requests are used or not), the way the FCAST carousel is used (e.qg.
whet her the objects are nade avail able for a long tinme span or not),
and the way in which FCAST itself is enployed (e.g., whether there is
a session control application that m ght automatically extend an

exi sting FCAST session until all receivers have received the
transmtted content).

FCAST is designed to be as self-sufficient as possible, in particular
in the way object neta-data is attached to object data content.
However, for sone uses, neta-data MAY al so be communi cated by an out-
of - band nmechanismthat is out of the scope of the present docunent.
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4.2. Meta-Data Transmni ssion

FCAST usual ly carries neta-data el enments by prepending themto the
object it refers to. As a result, a Conpound Object is created that
is conposed of a header followed by the original object data. This
header is itself conposed of the neta-data as well as several fields
for instance to indicate the boundaries between the various parts of
this Conmpound Object (Figure 1).

R e Compound ObjeCt ----------------------- >
oo e e e e eie oo s oo e e e e e e e e e e e e e e meee—o - +
| Conpound Obj ect Header | bj ect Data |
| (can include neta-data) | (can be encoded by FCAST) |
B Fom e e e e e e e e e m e e e e am o +

Figure 1: Conpound Chject conposition

Attaching the nmeta-data to the object is an efficient solution, since
it guaranties that neta-data be received along with the associated
object, and it allows the transport of the neta-data to benefit from
any transport-|ayer erasure protection of the Conpound Cbject (e.g.
usi ng FEC encodi ng and/ or NACK-based repair). However a limt of
this schene, as such, is that a client does not know the neta-data of
an object before beginning its reception, and in case of erasures
affecting the neta-data, not until the object decoding is conpleted.
The details of course depend upon the transport protocol and the FEC
code used.

In certain use-cases, FCAST can al so be associated to anot her in-band
(e.g., via NORM I NFO nessages, Section 4.8) or out-of-band signaling
nmechanism | n that case, this nechanismcan be used in order to
carry the whole nmeta-data (or a subset of it), possibly ahead of

tinme.

4. 3. Met a- Dat a Cont ent

The met a-data associated to an object can be conposed of, but are not
limted to:

0 Content-Location: the URI of the object, which gives the nane and
| ocation of the object;

o Content-Type: the MM type of the object;
0 Content-Length: the size of the initial object, before any content

encoding (if any). Note that this content |ength does not include
the nmeta-data nor the fixed size Conpound Object header
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o Content-Encodi ng: the optional encoding of the object performed by
FCAST. If there is no Content-Encoding entry, the receiver MJST
assune that the object is not encoded (default). The support of
gzi p encodi ng, or any other solution, remains optional.

o Content-MD5: the MD5 nessage digest of the object in order to
check its integrity. Note that this digest is nmeant to protect
fromtransm ssion and processing errors, not fromdeliberate
attacks by an intelligent attacker. Note also that this digest
only protects the object, not the header, and therefore not the
met a-data. A separate checksumis provided to that purpose
(Section 5.1);

o a digital signature for this object;

This list is not linted and new neta-data i nformati on can be added.
For instance, when dealing with very large objects (e.g., that

| argely exceed the working nenory of a receiver), it can be
interesting to split this object into several sub-objects (or
slices). Wen this happens, the neta-data associated to each sub-
obj ect MJST include the follow ng entries:

0 Fcast-Obj-Slice-Nb: the total nunber of slices. A value strictly
greater than 1 indicates that this object is the result of a split
of the original object;

0 Fcast-(bj-Slice-ldx: the slice index (in the {0 .. SliceNo - 1}
interval);

0 Fcast-(bj-Slice-Ofset: the offset at which this slice starts
within the original object;

Wien neta-data el enments are communi cat ed out-of -band, in advance of
data transmi ssion, the follow ng pieces of informati on MAY al so be
useful :

0o TA: the Transnission Object Identifier (TAO) of the object
(Section 4.6), in order to enable a receiver to easily associate
the meta-data to the object;

0 FEC hject Transmission Information (FEC OTl). In this case the

FCAST sender does not need to use the optional EXT_FTI mechani sm
of the ALC or NORM protocols.
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4.4. Carousel Transm ssion

A set of FCAST Compound (bj ects schedul ed for transm ssion are
considered a logical "Carousel". A given "Carousel Instance" is
conprised of a fixed set of Conpound Objects. Wenever the FCAST
application needs to add new Conpound Objects to, or renove old
Conpound Cbjects fromthe transm ssion set, a new Carousel |nstance
is defined since the set of Conpound (bjects changes. Because of the
native object multiplexing capability of both ALC and NORM sender
and receiver(s) are both capable to nultiplex and demultipl ex FCAST
Conpound bj ects.

For a given Carousel Instance, one or nore transm ssion cycles are
possible. During each cycle, all of the Conpound Cbjects conprising
the Carousel are sent. By default, each object is transmtted once
per cycle. However, in order to allow different levels of priority,
some objects MAY be transnitted nore often that others during a
cycle, and/or benefit from hi gher FEC protection than others. This
can be the case for instance for the CID objects (Section 4.5). For
some FCAST usage (e.g., a unidirectional "push" node), a Carouse

I nstance nmay be associated to a single transm ssion cycle. 1In other
cases it nmay be associated to a |arge nunber of transm ssion cycles
(e.g., in "on-demand" node, where objects are nade avail able for

downl oad during a |ong period of tine).
4.5. Carousel Instance Descriptor Special hject

The FCAST sender CAN transmit an OPTI ONAL Carousel |nstance
Descriptor (CID). The CID carries the list of the Conpound Objects
that are part of a given Carousel Instance, by specifying their
respective Transnission Object Identifiers (TO). However the CID
does not describe the objects thenselves (i.e., there is no neta-
data). Additionally, the CID MAY include a "Conplete” flag that is
used to indicate that no further nodification to the enclosed |i st
will be done in the future. Finally, the CID MAY include a Carouse
Instance ID that identifies the Carousel Instance it pertains to.
These aspects are discussed in Section 5. 2.

There is no reserved TO value for the C D Conpound Cbject itself,
since this special object is regarded by ALC LCT or NORM as a
standard object. On the opposite, the nature of this object (CID) is
i ndi cated by nmeans of a specific Conpound Object header field (the
"I" flag) so that it can be recognized and processed by the FCAST
application as needed. A direct consequence is the follow ng: since
a receiver does not know in advance which TO wll be used for the
following CID (in case of a dynanic session), he MJST NOT filter out
packets that are not in the current C/IDs TO list. Said
differently, the goal of CIDis not to setup ALC or NORM packet

Roca & Adanson Expi res January 28, 2012 [ Page 10]



Internet-Draft FCAST: Scal abl e Obj ect Delivery July 2011

filters (this mechani smwould not be secure in any case).

The use of a CIDremains optional. If it is not used, then the
clients progressively learn what files are part of the carouse

i nstance by receiving ALC or NORM packets with new TOs. However
using a CID has several benefits:

0 When the "Complete" flag is set (if ever), the receivers know when
they can | eave the session, i.e., when they have received all the
objects that are part of the last carousel instance of this
delivery session;

0 In case of a session with a dynam c set of objects, the sender can
reliably informthe receivers that some objects have been renoved
fromthe carousel with the CID. This solution is nore robust than
the "Close bhject flag (B)" of ALC/LCT since a client with an
intermttent connectivity mght |oose all the packets containing
this B flag. And while NORM provi des a robust object cancellation
mechanismin the formof its NORM CMD( SQUELCH) nessage in response
to receiver NACK repair requests, the use of the CID provides an
additional neans for receivers to learn of objects for which it is
futile to request repair;

o The TA equival ence (Section 4.6) can be signaled with the Cl D
This is often preferable to the alternative solution where the
equi val ence is identified by exam ning the object neta-data,
especially in case of erasures.

During idle periods, when the carousel instance does not contain any
object, a CIDwith an enpty TO list MAY be transnmitted. |In that
case, a new carousel instance ID MJST be used to differentiate this
(enpty) carousel instance fromthe other ones. This mechani smcan be
useful to informthe receivers that:

o all the previously sent objects have been renoved fromthe

carousel. It therefore inproves the FCAST robustness even during
"idle" period;
0 the session is still active even if there is currently no content

being sent. Said differently, it can be used as a heartbeat
mechanism |If the "Conplete" flag has not been set, it inplicitly
infornms the receivers that new objects MAY be sent in the future;

The deci si ons of whether a CI D should be used or not, how often and
when a CI D should be sent, are left to the sender and depend on many
paraneters, including the target use case and the session dynanics.
For instance it nay be appropriate to send a CID at the begi nni ng of
each new carousel instance, and then periodically. These operationa
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aspects are out of the scope of the present docunent.
4.6. Conpound (bject ldentification

The FCAST Conpound Objects are directly associated with the object-
based transport service that the ALC and NORM protocols provide. In
each of these protocols, the nessages containing transport object
content are labeled with a numeric transport object identifier (i.e.,
the ALC TO and the NORM Norniransportld). For the purposes of this
docunent, this identifier in either case (ALC or NORM is referred to
as the TO.

There are several differences between ALC and NORM

0o the ALC use of TA is rather flexible, since several TO field
sizes are possible (from 16 to 112 bits), since this size can be
changed at any tine, on a per-packet basis, and since the TO
managenent is totally free as long as each object is associated to
a unique TA (if no waparound happened);

0 the NORMuse of TO is nore directive, since the TO field is 16
bit long and since TOs MJST be nmanaged sequentially;

In both NORM and ALC, it is possible that the transport
identification space may eventually wwap for long-lived sessions
(especially with NORM where this phenonenon is expected to happen
more frequently). This can possibly introduce sone anbiguity in
FCAST object identification if a sender retains sone ol der objects in
newer Carousel Instances with updated object sets. To avoid
anbiguity the active TOs (i.e., the TOs corresponding to objects
being transmitted) can only occupy half of the TO sequence space.

If an old object, whose TO has fallen outside the current w ndow,

needs to be transmtted again, a new TO nust be used for it. In
case of NORM this constraint linmts to 32768 the maxi num nunber of
obj ects that can be part of any carousel instance. |n order to allow

receivers to properly conmbine the transport packets with a new y-
assigned TO to those of associated to the previously-assigned TO, a
mechanismis required to equate the objects with the new and the old
TO s.

The preferred nechani smconsists in signaling, within the CID, that
the newy assigned TO, for the current Carousel Instance, is
equivalent to the TO used within a previous Carousel Instance. By
convention, the reference tuple for any object is the {TA; C |ID}
tuple used for its first transm ssion within a Carousel I|nstance.
This tuple MUST be used whenever a TO equival ence is provided.

An alternative solution, when nmeta-data can be processed rapidly
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(e.g., by using NORM I NFO nessages), consists for the receiver in
identifying that both objects are the sanme, after exami ning the neta-
data. The receiver can then take appropriate neasures.

4.7.

FCAST/ ALC Additional Specificities

There are no additional detail or option for FCAST/ALC operati on.

4.8.

FCAST/ NORM Addi ti onal Specificities

The NORM Protocol provides a few additional capabilities that can be
used to specifically support FCAST operation:

1.

The NORM I NFO nessage can convey "out-of -band" content with
respect to a given transport object. Wth FCAST, it MAY be used
to provide to the receivers a new, associated, Conmpound bject
whi ch contains the nain Conpound hject neta-data, or a subset of
it. In that case the NORM | NFO Conpound Object MJUST NOT contain
any Object Data field (i.e., it is only conposed of the header),
it MUST feature a non global checksum and it MJST NOT include
any padding field. The main Conmpound Object MJIST in any case
contain the whole neta-data (e.g., because a receiver MAY not
support the NORMINFO facility). Additionally, the neta-data
entries contained in the NORM I NFO MUST be identical to the same
entries in the main Conpound Object. Finally, note that the
availability of NORMINFO for a given object is signaled through
the use of a dedicated flag in the NORM DATA nessage header.
Along with NORM s NACK-based repair request signaling, it allows
a receiver to quickly (and independently) request an object’s
NORM | NFO content. However, a linitation here is that the
NORM_| NFO Conpound Cbj ect header MUST fit within the byte size
limt defined by the NORM sender’s configured "segment size"
(typically alittle |l ess than the network MIU);

The NORM CMD( SQUELCH) nessages are used by the NORM protocol
sender to informreceivers of objects that have been cancel ed
when receivers nmake repair requests for such invalid objects.
Along with the CI D nechanism a receiver has two efficient and
reliable ways to discover old objects that have been renoved from
t he carousel instance;

NORM al so supports an optional positive acknow edgnent nechani sm
that can be used for small-scale nulticast receiver group sizes.
Also, it may be possible in some cases for the sender to infer,
after sonme period wthout receiving NACKs at the end of its
transm ssion that the receiver set has fully received the
transmitted content. In particular, if the sender conpletes its
end- of -transni ssion series of NORM CMD( FLUSH) nessages wit hout
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receiving repair requests fromthe group, it may have sone
assurance that the receiver set has received the content prior to
that point. These nechanisns are likely to help FCAST in
achieving fully reliable transm ssions;

It should be noted that the NORM | NFO nmessage header may carry the
EXT_FTl extension. The reliable delivery of the NORM I NFO content
all ows the individual objects’ FEC Transm ssion Information to be
provided to the receivers w thout burdening every packet (i.e.
NORM DATA nessages) with this additional, but inportant, content.
Exanpl es are provided in Appendi x A

4.9. FCAST Sender Behavi or
The follow ng operations MAY take place at a sender

1. The user (or another application) selects a set of objects (e.qg.,
files) to deliver and subnmts them along with their neta-data,
to the FCAST application

2. For each object, FCAST creates the Conpound Cbject and registers
this latter in the carousel instance;

3. The user then informs FCAST that all the objects of the set have
been subnmitted. |If the user knows that no new object will be
submitted in the future (i.e., if the session’s content is now
complete), the user inforns FCAST. Finally, the user specifies
how many transm ssion cycles are desired (this nunber may be
infinite);

4. At this point, the FCAST application knows the full list of
Conpound Cbjects that are part of the Carousel |nstance and can
create a CID if desired, possibly with the conplete flag set;

5. The FCAST application can now define a transm ssion schedul e of
t hese Conpound bjects, including the optional CID. This
schedul e defines in which order the packets of the various
Conpound CObj ects should be sent. This document does not specify
any schenme. This is left to the devel oper within the provisions
of the underlying ALC or NORM protocol used and the know edge of
the target use-case

6. The FCAST application then starts the carousel transm ssion, for
the nunber of cycles specified. Transm ssions take place until

* the desired nunber of transm ssion cycles has been reached, or
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4.10.

The

* the user wants to prematurely stop the transm ssions, or

* the user wants to add one or several new objects to the
carousel, or on the opposite wants to renpve ol d objects from
the carousel. |In that case a new carousel instance nust be
creat ed.

If the session is not finished, then continue at Step 1 above;
FCAST Recei ver Behavi or

foll owi ng operations MAY take place at a receiver

The receiver joins the session and collects inconi ng packets;

If the header portion of a Conpound Chject is entirely received
(whi ch may happen before receiving the entire object with sone
ALC/ NORM configurations), or if the neta-data is sent by neans of
anot her mechani smprior to the object, the receiver processes the
nmet a- dat a and chooses to continue to receive the object content
or not;

When a Conpound Obj ect has been entirely received, the receiver
processes the header, retrieves the object neta-data, perhaps
decodes the neta-data, and processes the object accordingly;

Wen a CIDis received, which is indicated by the "C flag set in
t he Conpound Obj ect header, the receiver decodes the CID, and
retrieves the list of objects that are part of the current
carousel instance. This list CAN be used to renove objects sent
in a previous carousel instance that might not have been totally
decoded and that are no |longer part of the current carouse

i nst ance;

Wien a CID is received, the receiver also retrieves the list of
TA equival ences, if any, and takes appropriate neasures, for
i nstance by inform ng the transport |ayer

When a receiver has received a CIDwith the "Conplete" flag set,
and has successfully received all the objects of the current
carousel instance, it can safely exit fromthe current FCAST
sessi on;

O herwi se continue at Step 2 above.
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5. FCAST Data Fornats
This section details the various data formats used by FCAST.
5.1. Conpound nbject Header For nat

In an FCAST session, Conmpound Objects are constructed by prependi ng
t he Conpound Obj ect Header (which may include nmeta-data) before the
original object data content (Figure 2).

0 1 2 3

01234567890123456789012345678901
T S T s T S it A S S S kN NI
| Ver| Resvd |G C| MFnt | MDENC | Checksum |
T e i i i R i T i i e e e et S
[ Conpound Obj ect Header Length | h
e e et Sl S e et it I S S S o I |
[ bj ect Meta-Data (optional, variable |ength) | r
[ o R R R e o S e
| | Paddi ng (optional) |
B S S b e T o o T T i ik s S S S S V)
I I

bj ect Data (optional, variable |ength)

Fi gure 2: Conpound Object Header with Meta-Dat a.

The Conpound Obj ect Header fields are:

Version | 2-bit field that MUST be set to 0 in this

| specification and indicates the protocol version
| nunber.

| 4-bit field that MJST be set to O in this

| specification and is reserved for future use.

| Receivers MJIST ignore this field.

| 1-bit field that, when set to 1, indicates that the
| checksum enconpasses the whol e Conpound Obj ect

| (dobal checksum. Wien set to 0, this field

| indicates that the checksum enconpasses only the
| Compound Obj ect header.

| 1-bit field that, when set to 1, indicates the

| object is a Carousel Instance Descriptor (ClD).

| When set to 0, this field indicates that the

| transported object is a standard object.
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4-bit field that defines the format of the object
nmet a-data (see Section 7). An HITP/1.1

met ai nformati on format [ RFC2616] MUST be supported
and is associated to value 0. Oher formats (e.qg.
XM.) MAY be defined in the future.

4-bit field that defines the optional encoding of
the Cbject Meta-Data field (see Section 7). By
default, a plain text encoding is used and is
associated to value 0. &ip encoding MIST al so be
supported and is associated to value 1. Oher
encodi ngs MAY be defined in the future.

16-bit field that contains the checksum conputed
over either the whol e Conmpound hject (when Gis set
to 1), or over the Conpound Object header (when Gis
set to 0), using the Internet checksum al gorithm
specified in [RFCL071]. More precisely, the
checksumfield is the 16-bit one’'s conpl enent of the
one’s conplenment sumof all 16-bit words to be
considered. |If a segnment contains an odd number of
octets to be checksummed, the | ast octet is padded
on the right with zeros to forma 16-bit word for
checksum purposes (this pad is not transmtted).
Whi | e conputing the checksum the checksumfield

I
I
|
I
I
Met a- Dat a |
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
| itself is set to zero
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I

Encodi ng
( MDENCc)

32-bit field indicating total length (in bytes) of
all fields of the Conmpound Object Header, except the
optional padding. A header length field set to

val ue 8 neans that there is no neta-data included.
When this size is not nmultiple to 32-bits words and
when t he Conpound Cbj ect Header is followed by a non
nul I Conpound Cbj ect Data, paddi ng MIJST be added.

It should be noted that the nmeta-data field maxi mum
size is equal to (2"32 - 8) bytes.

Optional, variable length field that contains the
met a- data associated to the object. The fornmat and
encoding of this field is defined by the MDFnt MDEnc
fields. Wth the default HTTP/1.1 format and plain
text encoding, the Meta-Data is NULL-term nated
plain text that follows the "TYPE" ":" "VALUE"
"<CR-LF>" format used in HTTP/ 1.1 for

met ai nformati on [ RFC2616]. The various neta-data
itens can appear in any order. The associated
string, when non enpty, MJST be NULL-terni nated.
When no neta-data is comunicated, this field MJST
be enpty and the Conpound Obj ect Header Length MJST
be equal to 8.

bj ect

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
| Meta-Data
I

I

I

|

I

I

I

I

I

|

I
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Padding | Optional, variable length field of zero-value bytes

| to align the start of the Cbject Data to 32-bit |
| boundary. Padding is only used when the Conmpound |
| Onject Header Length value, in bytes, is not [
| multiple of 4 and when the Conpound Object Header is

| followed by non null Conpound Ohject Data. [

The Conpound Cbj ect Header is then followed by the Object Data, i.e.
the original object possibly encoded by FCAST. Note that the length
of this content is the transported object length (e.g., as specified
by the FEC OTl) nminus the Conpound Cbject Header Length and optiona
paddi ng if any.

5.2. Carousel Instance Descriptor Format

The format of the CID, which is a special Conpound Object, is given
in Figure 3.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Ver| Resvd |G C| MOFnt | MDENC | Checksum |
B E e r e s i s i o T T s S S S S 2
[ Compound Obj ect Header Length |
R e o e S e e i S il S
| (hj ect Meta-Data (optional, variable |ength) |
| i i o e S S
| | Paddi ng (optional) |
B E e r e s i s i o T T s S S S S 2

bj ect List (variable |ength)

TcoO— ><—— - oS/ >

B S S

S R

< —

Fi gure 3: Carousel Instance Cbject Fornmat.

Because the CIDis transnmtted as a special Conpound Object, the
following CID-specific neta-data entries are defined

0 Fcast-CID Conplete: when set to 1, it indicates that no new
objects in addition to the ones whose TO are specified in this
CID, or the ones that have been specified in the previous ClIs),
will be sent in the future. Oherwise it MIUST be set to 0. This
entry is optional. |If absent, a receiver MJST conclude that the
session is conpl ete.
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0 Fcast-CID-ID: this entry contains the Carousel |nstance

IDentifier, or CID It starts fromO and is incremented by 1 for
each new carousel instance. This entry is optional if the FCAST
session consists of a single, conplete, carousel instance. In al

other cases, this entry MJST be defined. |In particular, the CID
is used by the TO equival ence nmechani smthanks to which any
object is uniquely identified, even if the TO is updated (e.g.
after re-enqueuing the object with NORM. The Fcast-ClID-1D val ue
can al so be useful to detect possible gaps in the Carouse

I nstances, for instance caused by |ong di sconnection peri ods.
Finally, it can also be useful to avoid problems when TAO w apping
to O takes place to differentiate the various incarnations of the
TO s if need be.

The motivation for nmaking the Fcast-Cl D-Conpl ete and Fcast-CID-ID
entries optional is to sinplify the sinple case of a session
consisting of a single, conplete, carousel instance, with an Object
List given in plain text, w thout any content encoding. In that
case, the CID does not need to contain any neta-data entry.

Additionally, the follow ng standard neta-data entries are often used
(Section 4.3):

0 Content-Length: it specifies the size of the object list, before
any content encoding (if any).

o Content-Encoding: it specifies the optional encoding of the object

list, perfornmed by FCAST. For instance:
Cont ent - Encodi ng: gzip

indicates that the bject List field has been encoded with gzip
[RFC1952]. If there is no Content-Encoding entry, the receiver
MUST assune that the Object List field is plain text (default).
The support of gzip encoding, or any other solution, remains
optional

An enpty Object List is valid and indicates that the current carouse
i nstance does not include any object (Section 4.5). This can be
specified by using the followi ng neta-data entry:

Content-Length: O
or sinply by leaving the Ohject List enpty. In both cases, padding
MUST NOT be used and consequently the transported object |ength
(e.g., as specified by the FEC OTl) ninus the Conpound Ohject Header
Length equal s zero.

The non-encoded (i.e., plain text) Object List, when non enpty, is a
NULL-termi nated ASCII string. It can contain two things:
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o alist of TO values, and
o a list of TAO equival ences;

First of all, this string can contain the list of TOs included in
the current carousel instance, specified either as the individual
TO s of each object, or as TO intervals, or any conbination. The
format of the ASCII string is a comma-separated |ist of individual
"TA" values or "TA _a-TA _b" elenents. This latter case neans that
all values between TO _a and TA _b, inclusive, are part of the list.
In that case TO _a MJST be strictly inferior to TO _b. If a TA
wrapping to O occurs in an interval, then two TO intervals MJST be
specified, TO _a-MAX_TA and 0-TA _b.

This string can also contain the TA equival ences, if any. The
format is a comma-separated list of "(" newld "=" 1stTA "/" 1stCID
")" elements. Each elenment says that the new TO, for the current
Carousel Instance, is equivalent to (i.e., refers to the sane object
as) the provided identifier, 1stTO, for the Carousel Instance of ID
1stCl I D.

The ABNF specification is the foll ow ng:
cid-list = *(list-elem*( "," list-elem)

list-elem = toi-elem/ toieg-elem
toi-elem = toi-value / toi-interval
t oi - val ue = 1I*DIAT

toi-interval = toi-value "-" toi-val ue

; additionally, the first toi-value MJST be
; strictly inferior to the second toi-val ue

toieg-elem = "(" toi-value "=" toi-value "/" ciid-value ")"
ciid-val ue =1*DAdT
DAT = 9%30-39

; adigit between O and 9, inclusive

For readability purposes, it is RECOWENDED that all the TA val ues
inthe list be given in increasing order. However a receiver MJST be
abl e to handl e non-nmonotonically increasing values. It is also
RECOMVENDED to group the TA equival ence el enents together, at the
end of the list, in increasing newld order. However a receiver MJST
be able to handle lists of mixed TO and TAO equival ence el enents.
Speci fying a TO equival ence for a given newlfd relieves the sender
from specifying newlfd explicitly in the TO list. However a

recei ver MJST be able to handl e situations where the same TO appears
both in the TO value and TO equivalence lists. Finally, a given
TO value or TAO equival ence item MIST NOT be included nultiple tines
in either list.

For instance, the followi ng object list specifies that the current
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Carousel Instance is conposed of 8 objects, and that TOs 100 to 104
are equivalent to the TOs 10 to 14 of Carousel Instance ID 2 and
refer to the sane objects:

97, 98, 99, (100=10/ 2), (101=11/2), (102=12/ 2), (103=13/ 2), (104=14/ 2)

or equivalently:

97-104, (100=10/ 2) , (101=11/2), (102=12/2), (103=13/ 2), (104=14/ 2)

6. Security Considerations
6.1. Problem Statenent

A content delivery systemis potentially subject to attacks. Attacks
may target:

o the network (to conpronise the routing infrastructure, e.g., by
creating congestion),

o the Content Delivery Protocol (CDP) (e.g., to conprom se the
nor mal behavi or of FCAST), or

o the content itself (e.g., to corrupt the objects being
transmtted).

These attacks can be | aunched either

0 against the data flowitself (e.g., by sending forged packets),

0 against the session control paraneters (e.g., by corrupting the
session description, the CI D, the object nmeta-data, or the ALC/ LCT
control paraneters), that are sent either in-band or out-of-band,
or

0 against some associated building blocks (e.g., the congestion
control component).

In the followi ng sections we provide nore details on these possible
attacks and sketch sone possible counter-nmeasures. W finally
provi de reconmendations in Section 6.5.

6.2. Attacks Against the Data Fl ow

Let us consider attacks against the data flowfirst. At |east, the
followi ng types of attacks exist:
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6

6

0 attacks that are neant to give access to a confidential object
(e.g., in case of a non-free content) and

0 attacks that try to corrupt the object being transmtted (e.g., to
inject nmalicious code within an object, or to prevent a receiver
fromusing an object, which is a kind of Denial of Service (DoS)).

2.1. Access to Confidential bjects

Access control to the object being transmitted is typically provided
by neans of encryption. This encryption can be done over the whole
object (e.g., by the content provider, before subnitting the object
to FCAST), or be done on a packet per packet basis (e.g., when | Psec/
ESP is used [ RFC4303], see Section 6.5). |If confidentiality is a
concern, it is RECOWENDED that one of these solutions be used.

2.2. (bject Corruption

Protection agai nst corruptions (e.g., if an attacker sends forged
packets) is achieved by nmeans of a content integrity verification/
sender authentication scheme. This service can be provided at the
object level, but in that case a receiver has no way to identify

whi ch synbol (s) is(are) corrupted if the object is detected as
corrupted. This service can also be provided at the packet |evel

In this case, after renoving all corrupted packets, the file may be
in some cases recovered. Several techniques can provide this content
integrity/sender authentication service:

0 at the object level, the object can be digitally signed, for
i nstance by using RSASSA- PKCS1-v1l 5 [RFC3447]. This signature
enabl es a receiver to check the object integrity, once this latter
has been fully decoded. Even if digital signatures are
comput ational |y expensive, this cal culation occurs only once per
obj ect, which is usually acceptabl e;

o at the packet |evel, each packet can be digitally signed
[ RMI-SI MPLE-AUTH . A major limitation is the high conputationa
and transm ssion overheads that this solution requires. To avoid
this problem the signature may span a set of packets (instead of
a single one) in order to anortize the signature calculation. But
if a single packets is nissing, the integrity of the whole set
cannot be checked;

o at the packet level, a Group Message Authentication Code (MAC)
[ RFC2104] [ RMI- SI MPLE- AUTH] schenme can be used, for instance by
usi ng HVAC- SHA-256 with a secret key shared by all the group
menbers, senders and receivers. This technique creates a
cryptographically secured digest of a packet that is sent along
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with the packet. The G oup MAC schene does not create prohibitive
processing | oad nor transm ssion overhead, but it has a major
limtation: it only provides a group authentication/integrity
service since all group nenbers share the sanme secret group key,
whi ch neans that each nmenber can send a forged packet. It is
therefore restricted to situations where group nmenbers are fully
trusted (or in association with another technique as a pre-check);

o at the packet level, Timed Efficient Stream Loss-Tol erant
Aut hentication (TESLA) [ RFC4082] [ RFC5776] is an attractive
solution that is robust to | osses, provides a true authentication/
integrity service, and does not create any prohibitive processing
| oad or transm ssion overhead. Yet checking a packet requires a
smal |l delay (a second or nore) after its reception

0 at the packet level, |Psec/ESP [ RFC4303] can be used to check the
integrity and authenticate the sender of all the packets being
exchanged in a session (see Section 6.5).

Techni ques relying on public key cryptography (digital signatures and
TESLA during the bootstrap process, when used) require that public
keys be securely associated to the entities. This can be achieved by
a Public Key Infrastructure (PKlI), or by a PGP Wb of Trust, or by
pre-distributing securely the public keys of each group nmenber.

Techni ques relying on synmretric key cryptography (G oup MAC) require
that a secret key be shared by all group menbers. This can be

achi eved by neans of a group key nmanagenent protocol, or sinply by
pre-distributing securely the secret key (but this nmanual solution
has many limtations).

It is up to the devel oper and depl oyer, who know the security
requirenents and features of the target application area, to define
whi ch solution is the nost appropriate. |n any case, whenever there
is any concern of the threat of file corruption, it is RECOVMENDED
that at |east one of these techniques be used.

6.3. Attacks Against the Session Control Paraneters and Associ ated
Bui | di ng Bl ocks

Let us now consider attacks against the session control paraneters
and the associated building blocks. The attacker has at |east the
foll owi ng opportunities to launch an attack

o the attack can target the session description

o the attack can target the FCAST Cl D
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o the attack can target the neta-data of an object,

o the attack can target the ALC/LCT paraneters, carried within the
LCT header or

o the attack can target the FCAST associ ated buil di ng bl ocks, for
instance the nmultiple rate congestion control protocol

The consequences of these attacks are potentially serious, since they
can conproni se the behavior of content delivery systemor even
conpromi se the network itself.

6.3.1. Attacks Against the Session Description

An FCAST receiver may potentially obtain an incorrect Session
Description for the session. The consequence of this is that
legitimate receivers with the wong Session Description are unable to
correctly receive the session content, or that receivers

i nadvertently try to receive at a nuch higher rate than they are
capabl e of, thereby possibly disrupting other traffic in the network.

To avoid these problens, it is RECOMENDED t hat neasures be taken to
prevent receivers fromaccepting incorrect Session Descriptions. One
such measure is the sender authentication to ensure that receivers
only accept legitinmate Session Descriptions from authorized senders.
How t hese neasures are achieved is outside the scope of this docunent
since this session description is usually carried out-of -band.

6.3.2. Attacks Against the FCAST CID

Corrupting the FCAST CID is one way to create a Denial of Service
attack. For exanple, the attacker can set the "Conplete" flag to
make the receivers believe that no further nodification will be done.

It is therefore RECOWENDED that neasures be taken to guarantee the
integrity and to check the sender’s identity of the CID. To that
pur pose, one of the counter-neasures nmentioned above (Section 6.2.2)
SHOULD be used. These neasures will either be applied on a packet

| evel, or globally over the whole CID object. Wen there is no
packet |evel integrity verification schene, it is RECOVMENDED to
digitally sign the CID.

6.3.3. Attacks Against the Object Meta-Data
Corrupting the object neta-data is another way to create a Denial of
Service attack. For exanple, the attacker changes the MD5 sum

associated to a file. This possibly leads a receiver to reject the
files received, no natter whether the files have been correctly
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received or not. Wen the neta-data are appended to the object,
corrupting the meta-data neans that the Conmpound hject will be
corrupt ed.

It is therefore RECOWENDED that neasures be taken to guarantee the
integrity and to check the sender’s identity of the Conpound Object.
To that purpose, one of the counter-nmeasures nentioned above
(Section 6.2.2) SHOULD be used. These neasures will either be
applied on a packet level, or globally over the whol e Conpound
bject. Wien there is no packet level integrity verification schene,
it is RECOWENDED to digitally sign the Conpound Object.

6.3.4. Attacks Against the ALC/LCT and NORM Par aneters

By corrupting the ALC/LCT header (or header extensions) one can
execute attacks on the underlying ALC/LCT inplenentation. For
exanpl e, sending forged ALC packets with the O ose Session flag (A
set to one can lead the receiver to prematurely close the session
Simlarly, sending forged ALC packets with the O ose hject flag (B)
set to one can lead the receiver to prematurely give up the reception
of an object. The same comments can be made for NORM

It is therefore RECOWENDED that neasures be taken to guarantee the
integrity and to check the sender’s identity of each ALC or NORM
packet received. To that purpose, one of the counter-neasures
ment i oned above (Section 6.2.2) SHOULD be used.

6.3.5. Attacks Against the Associated Buil di ng Bl ocks

Let us first focus on the congestion control building block that may
be used in an ALC or NORM session. A receiver with an incorrect or
corrupted inplementation of the nultiple rate congestion contro

buil ding block may affect the health of the network in the path

bet ween the sender and the receiver. That may al so affect the
reception rates of other receivers who joined the session

When congestion control is applied with FCAST, it is therefore
RECOMVENDED t hat receivers be required to identify thensel ves as
legitimate before they receive the Session Description needed to join
the session. |If authenticating a receiver does not prevent this
latter to launch an attack, it will enable the network operator to
identify himand to take counter-nmeasures. This authentication can
be nade either toward the network operator or the session sender (or
a representative of the sender) in case of NORM The details of how
it is done are outside the scope of this docunent.

When congestion control is applied with FCAST, it is al so RECOMVENDED
that a packet |evel authentication scheme be used, as explained in
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Section 6.2.2. Sone of them |ike TESLA, only provide a del ayed

aut henti cati on service, whereas congestion control requires a rapid
reaction. It is therefore RECOMMENDED [ RFC5775] that a receiver
usi ng TESLA quickly reduces its subscription |evel when the receiver
bel i eves that a congestion did occur, even if the packet has not yet
been authenticated. Therefore TESLA will not prevent DoS attacks
where an attacker makes the receiver believe that a congestion
occurred. This is an issue for the receiver, but this will not
conmprom se the network. OQher authentication nethods that do not
feature this delayed authentication could be preferred, or a group
MAC schene could be used in parallel to TESLA to prevent attacks

| aunched from outside of the group.

6.4. Oher Security Considerations

Lastly, we note that the security considerations that apply to, and
are described in, ALC [ RFC5775], LCT [RFC5651], NORM [ RFC5740] and
FEC [ RFC5052] al so apply to FCAST as FCAST builds on those
specifications. In addition, any security considerations that apply
to any congestion control building block used in conjunction wth
FCAST al so applies to FCAST. Finally, the security discussion of

[ RMT- SEC] al so applies here

6.5. Mninmm Security Recomendati ons

We now i ntroduce a nmandatory to inplenent but not necessarily to use
security configuration, in the sense of [ RFC3365]. Since FCAST/ALC
relies on ALCLCT, it inherits the "baseline secure ALC operation" of
[RFC5775]. Simlarly, since FCAST/NORM relies on NORM it inherits
the "baseline secure NORM operation" of [RFC5740]. More precisely,
in both cases security is achieved by neans of |Psec/ESP in transport
nmode. [ RFC4303] explains that ESP can be used to potentially provide
confidentiality, data origin authentication, content integrity, anti-
replay and (limted) traffic flow confidentiality. [RFC5775]
specifies that the data origin authentication, content integrity and
anti-replay services SHALL be used, and that the confidentiality
service is RECOWENDED. |If a short lived session MAY rely on nanua
keying, it is also RECOWENDED t hat an automated key managenent
schene be used, especially in case of long |ived sessions.

Ther ef ore, the RECOVMENDED sol ution for FCAST provi des per-packet
security, with data origin authentication, integrity verification and
anti-replay. This is sufficient to prevent nost of the in-band
attacks listed above. |If confidentiality is required, a per-packet
encrypti on SHOULD al so be used.
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7. 1 ANA Consi derations
7.1. Namespace declaration for Object Meta-Data Format

This docunent requires a |ANA registration for the foll ow ng nane-
space: "(bject Meta-Data Format" (MDFmt). Values in this namespace
are 4-bit positive integers between 0 and 15 inclusive and they
define the format of the object neta-data ((see Section 5.1).

Initial values for the LCT Header Extension Type registry are defined
in Section 7.1.1. Future assignnents are to be made through Expert
Revi ew [ RFC5226] .

7.1.1. nject Meta-Data Format registration

This docunent registers one value in the "Cbject Meta-Data Format”
nanespace as foll ows:

T e . +
| format name | Val ue |
o m e e e e e e e e e e e e e e e e e e ee— o TSRS +
| as per HTTP/ 1.1 nmetainformation format | O (default) |
. . +

Al'l inplenmentations MJST support format O (default).
7.2. Namespace declaration for Object Meta-Data Encoding

This docunment requires a |ANA registration for the foll ow ng nane-
space: "(Object Meta-Data Encodi ng" (MDEnc). Values in this namespace
are 4-bit positive integers between 0 and 15 inclusive and they
define the optional encoding of the hject Meta-Data field (see
Section 5.1).

Initial values for the LCT Header Extension Type registry are defined
in Section 7.2.1. Future assignnments are to be made through Expert
Revi ew [ RFC5226] .

7.2.1. nject Meta-Data Encoding registration

This docunent registers two values in the "Object Meta-Data Encodi ng”
nanespace as foll ows:
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R . +
| Narme | Val ue |
Fom e e o TSRS +
| plain text | 0 (default) |
I gzip I 1

N . . +

Al'l inplementations MJST support both value 0 (plain-text, default)
and value 1 (gzip).
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Appendi x A, FCAST Exanpl es

A.1. Basic Exanples
0 1 2 3
01234567890123456789012345678901

B E e r e s i s i o T T s S S S S 2

| O] 0 | 1] O] 0 | 0 | Checksum |

B i s T T S T et S S T S I T s sl s ol ST S S S

| 44 |

T i S e e e T i i S e il S
meta-data ASCII null ternminated string (33 bytes)

+ B e T T s i T o O S S S N il i T i o =

| Paddi ng
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

bj ect data
.+- B i e o s s S S s s T ST S S S S S S +-.+
Fi gure 4: Conpound Onbject Exanpl e.

Figure 4 shows a regul ar Conpound Object where the neta-data ASCl |
string, in HITP/1.1 nmeta-information format (MDFnt=0) contains:

Cont ent - Locati on: examnple.txt <CR-LF>

This string is 33 bytes long, including the NULL-term nation
character. There is no gzip encoding of the neta-data (NMDEnc=0) and
there is no Content-Length information either since this Iength can
easily be calculated by the receiver as the FEC OIl transfer |length
m nus the header length. Finally, the checksum enconpasses the whol e
Conpound Object (G=1).
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1 2 3
1234567890123456789012345678901
B i i S S h e N S

[ Checksum [
B e e T o e S o e e o o
8

T R S

- -
0
+- +-
(hj ect data

:l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:|-
Fi gure 5: Conpound (bject Exanple wi th no Meta- Dat a.
Figure 5 shows a Compound Obj ect without any meta-data. The fact
there is no neta-data is indicated by the value 8 of the Conpound

bj ect Header Length field. No padding is required.

Figure 6 shows an exanple CID object, in the case of a static FCAST

session, i.e., a session where the set of objects is set once and for
all. There is no nmeta-data in this exanple since Fcast-ClD Conpl ete
and Fcast-CID-ID are both inplicit.
0 1 2 3
01234567890123456789012345678901

i T e o o s T e e et e ok o Sl e
| O] 0 | 1] 1] 0 | 0 | Checksum |
B i S S T s i S T st i S S S S S S S S i
I 8 I
+

CE SR S SR SR S R S SR S SR S SR S S S S S S S S S SR S S S S S S S ol
bj ect List string

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-

:l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!|-

Figure 6: Exanple of CID, in case of a static session.

The object list contains the followi ng 26 byte |ong string, including
the NULL-term nation character:

1, 2, 3,100- 104, 200- 203, 299

There are therefore a total of 3+5+4+1 = 13 objects in the carousel

i nstance, and therefore in the FCAST session. There is no neta-data
associated to this CID. The session being static and conposed of a
singl e Carousel Instance, the sender did not feel the necessity to
carry a Carousel Instance |ID neta-data.

Roca & Adanson Expi res January 28, 2012 [ Page 31]



I nt

A 2.

Roc

ernet-Draft FCAST: Scal abl e Obj ect Delivery July 2011

FCAST/ NORM wi t h NORM_| NFO Exanpl es

In case of FCAST/NORM the FCAST Conpound Obj ect neta-data (or a

subset of it) can be carried as part of a NORM I NFO nessage, as a hew

Conpound Obj ect that does not contain any Conpound Object Data. In
the followi ng exanpl e we assune that the whole neta-data is carried
in such a nessage for a certain Conmpound Object. Figure 7 shows an
exanpl e NORM | NFO nmessage that contains the FCAST Compound Obj ect
Header and neta-data as its payload. |In this exanple, the first 16
bytes are the NORM | NFO base header, the next 12 bytes are a NORM
EXT_FTlI header extension containing the FEC Object Transport
Information for the associated object, and the renai ning bytes are
the FCAST Compound Obj ect Header and neta-data. Note that "paddi ng"
MUST NOT be used and that the FCAST checksum only enconpasses the
Conpound Cbj ect Header (G=0).
0
012345678
i T S S e ol S S
| version| type=1]|
R S S S
| source_id
B T i S S i S T h T i S S S S e
| instance_id | grtt | backof f| gsize
B E e r e s i s i o T T s S S S S 2
flags | fec_id =5 | obj ect _transport_id |
B s T T ST S o i ST L o S i T ot ST S S S S
HET = 64 | HEL = 3 | |
B i S i & +
Transfer Length = 41 |
B S S e i i i i i T T T S S S S S S S S i S
I
-+
|
-+

=

B T A S S

-+
I

-+
|

Encodi ng Synmbol Length (E) | MaxBl kLen (B) | max_n

B s e S S i AT S S S S S e S S S S e T 2
| 0 | O] O] 0 | 0 | Checksum

B S T T e i S I S S S e

+ O+

41 |
s b b S S e o o ok S S S S

AT T T

met a-data ASCII null terminated string (33 bytes)

+ B T i S T i i s S S S S S S S
I I
e o

Figure 7: NORM_ I NFO contai ning an EXT_FTlI header extension and an
FCAST Conpound Obj ect Header

The NORM | NFO nessage shown in Figure 7 contains the EXT_FTlI header
extension to carry the FEC OTl. In this exanple, the FEC OTl fornat

'<_""U)QJO_"‘_>'<_""_"’>'<3“‘O:)_>'
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is that of the Reed-Sol onon FEC codi ng scherme for fec_id = 5 as
described in [RFC5510]. Oher alternatives for providing the FEC OTl
woul d have been to either include it directly in the neta-data of the
FCAST Conpound Header, or to include an EXT_FTlI header extension to
al | NORM DATA packets (or a subset of then). Note that the NORM
"Transfer_Length" is the total Iength of the associ ated FCAST
Conpound Cbject, i.e., 41 bytes.

The FCAST Compound Object in this exanpl e does contain the sane neta-
data and is formatted as in the exanple of Figure 4. Wth the

conbi nation of the FEC OIl and the FCAST neta-data, the NORM protocol
and FCAST application have all of the information needed to reliably
recei ve and process the associ ated object. |ndeed, the NORM protocol
provi des rapid (NORM | NFO has precedence over the associ ated object
content), reliable delivery of the NORM I NFO nessage and its payl oad,
t he FCAST Conpound Obj ect Header.
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